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Making security an experience.

The Nevis Experience for

Health Info Net AG
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HIN looks to Nevis for secure
logins in the healthcare sector

About HIN

In the Swiss healthcare sector, Health
Info Net AG (HIN) is considered the
standard for secure communication and
it assumes the role of electronic identity
provider (IDP) for healthcare profession-
als and facilities. In this capacity, HIN
assigns certified electronic identities that
allow healthcare professionals to easily
and securely log in to relevant profes-
sional applications like referral portals
or the EHR (electronic health record).
HIN services facilitate secure communi-
cation and cooperation within the HIN
community as well as secure access to
web applications - current examples
include the EHR in Switzerland as well as

the SwissCovid app.

Health Info Net AG
Seidenstrasse 4
8304 Wallisellen

Switzerland

Initial Situation

HIN relies on Nevis AG solutions for Identity and Ac-
cess Management (IAM), the verification of user per-
missions. Our quick and seamless solution as well as
the flexibility to incorporate new authentication proce-
dures were crucial to our cooperation which began in
late 2013.

The migration of the IAM process proved very chal-
lenging as there were already 100 connected services
at the start. The way these services are accessed was
completely replaced, a process akin to an open heart
operation. End-to-end testing was particularly chal-
lenging. The main issue here was to resolve initial per-
formance problems: the HIN client to be installed on
the respective workstations, the one usually used by
doctors in private practices, contained added restric-
tions that limited the performance of the Nevis brows-
er-optimized solution. As such, the solution had to be
optimized for HIN's requirements. Moreover, a lazy
migration was impossible. Instead a big bang migra-
tion had to be performed — so a hard transition from
the old to the new IAM system.



Solution

Today, all applications offered by HIN are protected
by Nevis IAM. This involves automated reconciliation
of data from the ERP system with the identity man-
agement, which creates users and assigns roles. De-
pending on which applications users obtain from HIN,
they receive different permissions in the identity man-
agement. Reconciliation between the ERP and IAM
takes place in real-time.

Application security is accomplished using various
mechanisms including a web application firewall. This
eliminates the possibility of data extraction through
SQL injection or cross-site request forgery (attacks via
the web channel). Passwords are only stored as a hash
value and password policies define both the required
length of the passwords as well as how frequently they
should be changed. The solutions were audited and
certified by KPMG in accordance with the Swiss
eHealth standard - including the data center in Swit-
zerland, which ensures that sensitive data does not
leave the country's borders.

The high level of flexibility of Nevis solutions is fully
exploited by doctors for both the electronic health
record and the Covid code web application. Both rely
on Nevis secure authentication and integrate
third-party applications to add a necessary range of
functions.

HIN

The HIN Charter provides a concentrated outline of the key data
security elements in the healthcare sector. It extends beyond the legal
minimum and formulates an integral approach to protecting sensitive
healthcare data.

FACTS & FIGURES

Total number of downloaded
SwissCovid Apps so far:

2'936'070

(as per 30.1.2021, source: Statista)

Total number of active
SwissCovid Apps per day:

2'290'000

(as per 14.1.2021, source: Statista)

Do you already use the elec-
tronic health record, can you
imagine using it or is it not an

y
9%

option for you?

use it already

70%

can think of it.
(State: early 2020, source: Statista)



https://de.statista.com/statistik/daten/studie/1137259/umfrage/anzahl-aller-bisher-heruntergeladenen-swisscovid-apps/#professional
https://de.statista.com/statistik/daten/studie/1130867/umfrage/nutzerzahlen-der-swisscovid-app/
https://de.statista.com/statistik/daten/studie/527294/umfrage/umfrage-in-der-schweiz-zur-nutzung-eines-elektronischen-patientendossiers/

«The ongoing development of the HIN platform
is taking place in close cooperation with Nevis.
Our mutual goal is and remains the digitalization
of the Swiss healthcare system and the
continued push for the added user
convenience and efficiency that
come along with it.»

Aaron Akeret
Solution Engineer & Enterprise Architect

HIN

About Nevis

Nevis develops security solu-
tions for the digital world of
tomorrow. Our portfolio in-
cludes passwordless logins,
which are intuitive to use and
offer optimal protection of user
data. Nevis is the market leader
for Identity and Access Man-
agement in Switzerland, and it
protects over 80 percent of all

e-banking transactions. Gov- Implementation partner:
ernment authorities and leading
service providers and industrial
companies across the globe rely A adnovum
on Nevis solutions. The special-
ist in authentication operates Adnovum Informatik AG
offices in Switzerland, Germany, Badenerstrasse 170
and Hungary. 8004 Zurich

Switzerland

www.nevis.net
www.adnovum.ch




